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ITocTpoenue 6ecripoBoaHbIX ceTel Eltex Enterprise
(MpoABVIHYTHIM YPOBEHb) V.1

JMTeIbHOCTD Kypca: 32 akajleMUuecKux yaca (4 Hs)

IeneBasi ayquropus:
— CucreMHble aMUHUCTPATOPLI;
— CrenuanucTbl TEXHUYeCKUX U WH)KeHEPHBIX CITYKO;
— VHXeHepbl CONPOBOX/€HUSI U TEXHUUECKOM MO/ JePKKH.

TpeGoBaHus K y4aCTHUKAM:

— Hwmets npeficraBiieHre o craHaaprax, Mogenu OSI v pony poTOKOJIOB;

— Tlonumanue 6a30BbIX MPUHLIMIIOB KOMMYTAIMK U MapIIPyTHU3al|Y;

— 3HaHue OCHOB mocTpoeHwusi cetelt, mnpoTokosoB TCP/IP u TexHonoruu Ethernet, Wi-Fi;

— 3HaHWe TaKUX TMOHATUHN KaK: KOMMYyTaTop, MapiipyTtu3arop, IP-agpec, MAC-azapec, Macka Mo/iCeTH,
VLAN, pexxumsl Trunk u Access, nosst KagpoB Ethernet, unkaricynsiiusi, aeneHuve IP-cereli Ha
MO/ICEeTH;

— 3HaHWe TIPUHIUIIOB PabOThI OCHOBHBIX NTPOTOKOJIOB U cepBucoB (DHCP, NTP, Syslog);

— ¥Ywmertb pabotathb ¢ CLI (6e3 mpuBs3KM K KOHKDETHOMY TIPOU3BO/IUTEJTIO).

Pe3ynbTaThl 00yueHHA:

Ywmets:

— TIPOBOJAUTH OIIeHKY MPOU3BOIUTETBHOCTH CETEeBBIX YCTPOMCTB U MPOrPaMMHOT0 00ecTieueHus;

— HacTpauWBaThb T[lapaMeTpbl CeTeBBIX YCTPOWCTB M TPOTPAMMHOTO 00ecrieueHus COTJIaCHO
TeXHOJIOTMUeCKOU MOTMTUKE OpraHr3aliuy;

— UWTaTh ¥ IOHUMATh TEXHUUECKYH0 JOKYMEHTALUIO 110 U3yYaeMbIM TeXHOJIOTUSIM;

— onpeenATh NpobieMbl B IPOrPAMMHOM 00eCTieueHUH;

— oOHapy’XKUBaTh aBapUiiHbIe COCTOSIHUS U UCTIPABISITh UX

— uWTaTh /UarpaMMbl HarpaB/JI€eHHOCTH AaHTEHH U OCYIeCTB/IATbL BbIOOp 000py/JOBaHUS TIPH
riaHupoBaHuM ceteid Wi-Fi;

—  OCYILIEeCTBJISATh BbIOOp 000py0BaHus Jjist mocTpoeHus ceTerd Wi-Fi ¢ ucrosib3oBaHueM 000py0BaHUsS
IDJITEKC;

— TIPUMEHSTb METOAbl TJIAHWPOBAHUS, ONMTUMH3ALMH W TIOMCKA HEMCIIPABHOCTEH B 0OeCIpOBOHBIX
CeTsIX;

— OCYIIeCTBJIAATh TIOJITOTOBKY pabouero mecta ornepartopa Eltex EMS.

3HaTh:

— OCHOBHBIe MPUHIIUIBI YCTAHOBKH CETEBBIX YCTPONUCTB MHDOKOMMYHUKALIMOHHBIX CUCTEM;

—  9Tarnbl MPOIeCCOB KOH(MUTYPHUPOBaHUS CETEBBIX YCTPOWCTB U ITPOrPaMMHOTO 00ecrieueHus;

— TPUHLMUIBI aIMUHUCTPUPOBAHUS MpoLjecca KOHTPOJISI TIPOU3BOAUTENBHOCTA CeTeBbIX YCTPOWCTB U
MPOrpPaMMHOTO 00ecTieueH s,

— TIPUHIMITBI aJMMHUCTPHUPOBAHUS TIpPOLlecca yrpaBieHUs1 0e30MacHOCTbIO CETEBBIX YCTPOWCTB M
MPOrpaMMHOTO 00ecTieueHus;

— TIPUHIIMITLI TIOMCKA U IMaTHOCTUKU OLITUOOK CETeBBIX YCTPOMCTB U MPOrPaMMHOT0 00eCIieueHusT;

— TIPOTOKOJIbI M TEPMUHBI OeCIIpOBO/IHBIX ceTelt Wi-Fi;

— CTaHjapThl pOyMHHra B cetsax Wi-Fi;

— OCHOBHbIE MeTO/Ibl LIM(PPOBOU MOAYISILIUMU.

Bnapers:



— HaBbIKaMHU HACTPOMKH aKTHUBHBIX CETEBbIX YCTPOWMCTB U MPHUHLIMIIAMU KOH(UI'YPUPOBaHHUS cepBepa

DHCP;

— HaBbIKAMH HaCTpOWMKW OecrmpoBozHBIX ceTeldi Wi-Fi cpegHero pasmepa € UCIIO/Ib30BaHUEM
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rporpaMMHoOro koHtposiiepa SoftWLC npousBo/cTBa DNTEKC;

— HaBbIKAMH BOCCTaHOB/IEHWs TlapaMeTpPOB IIPOTPAMMHOTO 00ecrieyeHHs] CeTeBbIX YCTPOWCTB,

YCTpaHEHUA cO0eB U 0TKA30B CeTeBLIX YCTpOﬁCTB " OIT€epAlIMOHHBIX CUCTEM.

Yuye0HO-TeMaTHUECKHH IVIaH

«[Toctpoenue 6ecripoBoHBIX ceTel Eltex Enterprise (poIBUHYThINA YPOBEHB) V.1»

HaumeHoBaHue Onucanue Bpemsa
Tema: 1. TeopeTnyeckHe 0CHOBBI Pa/JUOCBA3H. 3 yaca
Omnucanue: 1.1. Teopema IlleHHOHA-XapT/u.

1.2. 3oHa ®peHers.

1.3. Buzibl aHTeHH: HarpaB/ieHHbIe U BCeHaIlpaB/IeHHbIe.

1.4. [lnarpaMMa HamnpaB/IeHHOCTH aHTEHHBI.

1.5. KosddurmeHT ycuneHus: aHTEeHHBI.

1.6. [lluprHa /yya aHTEeHHBI.

1.7. Texnonorusgs MIMO, OFD.

1.8. OcHoBHbIe MeTO/Ibl LIU(PPOBOM TaOYJISALUU.

1.9. Hpekc mopysianuu U cxeMbl KogupoBaHuss MCS.
JlaGoparopHas: |1.1. OgHoxocToBasi yctaHoBKa SoftWLC. 1 yvac
HaumeHnoBaHue Onucanue Bpems
Tema: 2. CtaHpaapThl U 0a30BbIe IOHATHA. 2 4yaca
Omnucanue: 2.1. Cranpgapts! IEEE 802.11.

2.2. YcTpoticTBa B 6eCripoBOIHOM CETH.

2.3. BSS, BSA, BSSID, SSID, ESS, Mesh, Ad hoc.

2.4. NndpacTtpykTypHbIi pexxum u WDS.
JlabopaTopHas: |2.1.TlogroroBka pabouero mecta onepatopa Eltex EMS. 1,5

yaca

HaumeHoBaHue Onucanue Bpems
Tema: 3. ®@opmar kajgpa. 2 yaca
Omnucanue: 3.1. ®opmartel kKazpos IEEE 802.11-2020.

3.2. ®opmMaT ¥ 3HaueHue ToJieit 3aronoBka kajgpa PVO IEEE 802.11-2020.

3.3. 3Hauenus cybmnoneli mosist Frame Control 3aronoBka kagpa 802.11,

rioJsieii 3arosioBka kKazpa 802.11.

3.4. ®parmenrauud B 802.11.

3.5. AzpecHsble 1oJsl.

3.6. Ilepesaua Kazpa.

3.7. Vicniosib30BaHue T0J1el aJjpecaljyu.

3.8. Ynpasnenue focrynoM. Merog CSMA/CA. Ynpasnsaroiue Kagpel RTS

u CTS.

3.9. Kazpei-masiku (Beacon frame).
JlabopaTopHas: |3.1. Hactpoiika DHCP-cepBepa. 2 yaca
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HaumeHoBaHue Onucanue Bpems
Tema: 4. AnropuT™MbI 0€30MaCHOCTH. 1 vac
Omnucanue: 4.1. be3onacHocTts Wi-Fi.
JlabopaTopHas: |4.1. IIpaBusa NpUBSA3KY U UHULIMAIM3AI[Us Touek AocTyra B Eltex EMS. 1,5
yaca
HaumeHnoBaHue Omnucanue Bpems
Tema: 5. Poymusr. 2 yaca
Omnucanue: 5.1. TloHuaTHe poyMUHra.
5.2 Crangaptsl IEEE 802.11k, 802.11v, 802.11r.
5.3. PexxuM ayTeHTH(UKALMN.
5.4. TIpouecc ayrentTudukarmm WEP2-PSK.
5.5. IIporecc ayreHTUduKauu 802.1x —
cornacoBanue kKmoua Mmexay STA u WLC, STA u AP, SoftWLC.
5.6. Cranzapr 802.11r.
5.7. ArpeccMBHOCTb POYMUHTa.
5.8. Crangapr I[EEE 802.11k, 802.11v.
5.9. TlopepkKKa CTaHAAPTOB OBICTPOTO POYMHUHTa.
JIaboparopHas: |5.1. Hacrpoiika SSID ¢ WPA-Personal aBropu3sarueii B Eltex EMS. 1,5
yaca
HaumeHoBaHue Onucanue Bpems
Tema: 6. OCHOBBI pajMOI/IAHUPOBAHMS. 1,5
yaca
Onucanue: 6.1. [Inara3oHbl KaHa/IOB.
6.2. BeiOOp KaHa/IOB COCEICTBYIOIIUX TOUEK JOCTYIIA.
6.3. Cxembl pacnpe/ie/ieHUs1 KaHa/IO0B.
JlabopaTopHas: |6.1. Hactpoiika SSID c WPA-Enterprise aBropu3aiiueii B Eltex EMS. 2 yaca
HaumeHnoBaHue Onucanue Bpems
Tema: 7. O030p /MHeliKK OecipoBojHOT0 000pyAoBanus Eltex. 1,5
yaca

Onucanue:

7.1. BectipoBozHble TexHosoruu Eltex Soft WLC.
7.1.1. OcHoBHbIe Bo3MOXXHOCTH SoftWLC.
7.1.2. Cxema SoftWLC.
7.1.3. KomrnoHeHTsl Soft WLC.
7.2. Mopnynu SoftWLC.
7.2.1. MoaynbHast ctpykrypa SoftWLC.
7.2.2. Monynb APB, Eltex Portal.
7.2.3. KOHCTpPYKTOp MOpPTasoB.
7.2.4. Mopaynu ¥ CepBUCHI, He0OXOAUMBIE ZJ1s1 paOOTHI.
7.3. Intepdeiic EMS.
7.3.1. O0wmii BUz,
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7.3.2. Monutropusr T/I.

7.3.3. Kondurypuposanue T/I.

7.3.4. Menro. AgmunuctpupoBanue B GUI EMS.

7.3.5. Menro ynpasnenus RADIUS.

7.3.6. MeHto ynpasnieHust Wireless.

7.3.7. Menemxep 111a0;10HOB KOHHUTypaLIUH.
7.4. VInTep@elic 1MYHOro KabrHeTa.

7.4.1. Ob1Me HACTPOUKH.

7.4.2. CraTtucTuKa.

7.4.3. PaboTa B TuuHOM KabuHeTe.
7.5. KOHCTpyKTOp MOpTAasos.

7.5.1. Ha3sHaueHue U (yHKLIMU.

7.5.2. OCHOBHBIE IapaMeTphl U UX 3HaUeHHUe.

7.5.3. Ob1ue mapaMeTpbl HACTPOWKHU TIOPTaJa.

JlaGopaTopHas:

7.1. HacTpoiika cxembl L2-CBSI3HOCTH.

2 yaca

HaumeHnoBanue

Onucanue

Bpems

Tema:

8. MoHeTH3auusA U UHTErpanus.

1 yac

Onucanue:

8.1. HacTpolika MOHeTH3al[1H.

JlabopaTopHas:

8.1. Hactporika cxemsbl L.3-cBsI3HOCTH.

2 yaca

HaumeHnoBaHue

Onucanue

Bpemsa

Tema:

9. BecripoBO/AHBIE pellleHus.

1 yac

Onucanue:

9.1. O630p U XapaKTepUCTUKU DeCITPOBOIHOTO 000pY/[0BAHUSI.
9.1.1. becnpoBo/iHbIE TOUKH JOCTYIIA.
9.1.2. IlporpammHubIiii KoHTposiep SoftWLC.
9.1.3. AirTune.
9.1.4. 3amwmTa u npegorepailenre atak (WIDS/WIPS).
9.1.5. Konrpoanep WLC.
9.1.6. Pewtenus BILII/I.
9.2. Enterprise Wi-Fi.
9.2.1. PellieHust BHYTpU 3/laHUS.
9.2.2. OCHOBHBI€ 37IeMEHTBHI.
9.2.3. IlopTasbHas aBToOpU3aLus.
9.3. FBWA.
9.3.1. Cxemsl UCNO/Ib30BaHuUs. JneMeHTbl. OCHOBHbIE HACTPOMKHU.
9.4. ESR.
9.4.1. Buzpl 1 XapakTepucTUKU. JInneH3uposanue. Posib B cxeme ¢
TU.
9.4.2. ANropyT™M CO3/jaHusI TYHHeeu.
9.4.3. Mexanu3m BRAS.
9.4.4. PesepBupoBaHnue ESR.
9.4.5. OTT.

JlaGopaTopHas:

9.1. Hactpotika AirTune.

1,5
yaca
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IIpomexyTouHble ¥ UTOroBbIe (hOpMbI aTTecTalMuU: 2 yaca

B pamkax JJaHHOT'0 Kypca Mpe0oCTaB/IsieTCsl iBe TOTbITKY MPOX0XK/IeHUsI CepTU(UKALIMOHHOTO UCTILITAHUS,
KOTOpPbIe MOTYT OBITh MCII0/Ib30BaHbl B TeUeHHe /IBYX HeJleslb 10C/Ie 3aBepIleHus Kypca.

B cilyuae Hey1auHOTO 3aBepIlieHHs1 00eHX MOMBITOK, MOYKHO 00pPaTHUTCSI B KOMMepPUeCKU OTAes [Ist
npuobpeTeHust MJIATHOM JJOTIO/THUTETbHOM MOTIBITKY.



